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(U) Employee Guide to Unclassified Resumes 


(U) Prepublication Review Requirements 
(U) CIA 

1. (U// rOUQ ) CIA Employees may have only ONE approved resume at a tirne/ You may not have multiple approved 
resumes containing different language to target different types of employment opportunities. 

2. (U) In addition to resumes, CIA employee^ must also submit for review and approval any document that they intend 
to publish or share with any persons or entities outside of the Agency (jf if' is intended to leave the classified Agency 
system/network, then it must be reviewed ancj approved). This includ^but is not limited to anything that discusses 
your work or work history: Biographies, Curriculum Vitae, Applicatic^n,Essays, etc. 

3. (u/ /rou© )| ' 


4. (U// rOU6 ) If you have worked at multiple IC agencies over the course of your career, all equity holders where 
you’ve worked (CIA, NSA, DIA, etc) must have the opportunity to review and approve before you distribute the resume. 
It is your individual responsibility to obtain other agency approvals as required by your signed secrecy agreement and 
different Agencies have differing requirements ori reviews and approvals; however the CIA Publications Review Board 
can assist you with the inter-agency coordination.’ 

5. (U/ /FQUQ ) Resumes must be reviewed and approved by the CIA Publications Review Board. There is no 
requirement for CIA employees to have their supervisor’s approval on a resume. However, depending on the subject 
matter, the CIA Publications Review Board may, at their discretion, contact your home office to make decisions on the 
classification level of information contained in your resume. If you are a CIA employee detailed to another IC agency, 
then you are required to have the other agency review and approve your resume for their equities in accordance with 
their review guidelines and procedures. 

6. (U) The CIA Publications Review Board does not review portions of documents. The entire document must be 
submitted for review. 

(U) NSA 

1. (U) Current and former NSA/CSS affiliates shall submit resumes, associated cover letters, work-related bios, and 
Curriculum Vitae intended for public release to the Office of Information Security Policy (DJ2) for review according to 
the procedures published on the DJ2 web site (“go resume’’), in accordance with NSA/CS Policy 1-30. This includes a 
review by an NSA/CSS Classification Advisory Officer (CAO) prior to submission. 

2. (U) If you have worked at multiple IC agencies over the course of your career, all equity holders where you’ve worked 
(CIA, NSA, DIA, etc) must have the opportunity to review and approve before you distribute the resume. It is your 
individual responsibility to obtain other agency approval^ as required by your signed secrecy agreement and different 
Agencies have differing requirements on reviews and approvals. 

3. (U) DJ2 does not review portions of documents. The entire document must be submitted for review. 

4. (U//ROH0’) Resumes may not be sent out| ^HSince you cannot send out a resume until after 
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5. (U//rOUO) Current NS./* 
the CIA Publications Reyt< 

V.empfoyees wrt'h' prior ClA.staff or CIA contractor time must ha\ 
5\y Board^. , 

e their resum 

ewgpproved by 

II* 

II* 

•1* 

II* 

II* 

(U) The following table is 

jNCLASsiFlED/zroR orriciAii UOC ONiy',, 

— 

ip - 

II* 


^5— 


h|SA 


CIA 


N8A* 


:;CIA 


Where to prepare 
your resume 


(U) Recommer^ided: Prepare on your time on a government co^mputer 
and later'found‘.to be classified, yoLW' hard drive may be confiscated 
returned.' 


Jf done on a 
biy Ihe Govern;m< 


offle computer 
ent'.and not 


When to send out 
your resume 


(U) NSA employees: Only after it is appfoved for 
release in'.accordance with NSA/CSS Pdijcy 1-30 
procedure'^. See CAO. 

(U) CIA ernployees: Only after review and app/oval 
by the Publications'Heview Board. 


(u/ /rouo )f 


u/ /rouo )[ 


Who must review 
your resume 


(U/ /rOUQ ) fjiitial review: Your 
CAO. Follow NSA/CS3 Policy 
1-30 guidelirles for review by 
NSA Office df Inform ation 
Security Polibv fP-PVI 


(U) The CIA 
Publications 
Review Board. 

(U) As a detailee to 
NSA, you are also 
responsible for 
obtaining NSA 
review for their 
equities and 
approval, in 
accordance with 
their review 
process. 


uy /rOU0 ') Initiahreview: 
Yo'urCAO. Final; 
approval must be 
obtained from site, NSA 
Office of Information 
Security Policy (DJ2), 


What can you 
say on your 
resume about... 



(U/ /rO(J 0) The 
Publicatlo'ns Review 
Board in'. ; 
coordination with the 
ClAGIobail 
Deployrrleht'Center. 

(U) As a'detailee to 
NSA, you are also 
responsible f{)r 
obtaining[ NSA 
review for thejr 
equities and ; 
approval,', iri ; 
accordance with 
their review! process. 


Clearances, etc. 


(U) May say: 

(U) You are cleared TOP SECRET/SI (Special Intelligence) orTS/SCI 
(Sensitive Compartmented Information), but do not refer to special 
accesses. 

(U) You had a Special Background Investigation (SBI) and/or polygraph. 


(u// rouo )r 


Lanauaae 


You may sav that IlfUl Mav discuss in 


I 


ru// roue - i L 
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capability 

you studied a language or '' - 
used it operationally as long 
as doing so does not provide 
an implication of targeting or 
level of effort/capability. 

Consult your CAO, DJ2, or 
NSA/CSS Class Guide 2-7 
(revised 20120523). (Note: 
operational use at other 
than NSAW or the 
Cryptologic Centers is 
classified.) 

generic terms. 





Targeted areas, 
technologies, or 
communications 
types 

(U) Do not mention. 

(U) Do not 

mention. 

(U) Do not mention. 

(U) Do not mention. 

Commercial 
equipment used 
at work 

(U//rOUO) May mention but 
do not give model number or 
other identifying specifics 
(implies capabilities). 

(U//FOii^) May 
mention as long as 
no classified 
activities are 
implied. Do not 
give model number 
or other identifying 
specifics. 

(U//f^UQ) May 
mention but do not 
give model number or 
other identifying 
specifics. 

(u//roue)| 




Number of 
computers 
supported 

(U) Do not give specific 
numbers. If number is over 

100 you may be able to say, 
for example, "hundreds of". 

(U) Do not give 
specific numbers. If 
number is over 100 
you may be able to 
say, for example, 
"hundreds of". 

(UllfGi^)Do not give 
specific numbers. If 
number is over 100 you 
may be able to say, for 
example, "hundreds 
of. 

(U//FOLie) 

1 ' 1 




s 

s 

i- 

Numbers of 
people 

- assisted 

- supervised 

(U) Do not give specific 
numbers. If number Is over 

100 you may be able to say, 
for example, "hundreds of". 

(U) Do not give 
specific numbers. If 
number is over 100 
you may be able to 
say, for example, 
"hundreds of". 

(U) Do not give 
specific numbers. If 
number is over 100 you 
may be able to say, for 
example, "hundreds 
of. 

(u//peuo| 

h 



S 

S 

S 



Ik 

Mission-related 
capabilities, 
effort, scope 

(U) Do not mention. 

(U) Do not 

mention. 

(U) Do not mention. 

(U) Do not 

r«- 

;ment 

^- 

•Ion. 

Ik 

b- 

Sources/methods 

(U) Do not mention. 

(U) Do not 

mention. 

(U) Do not mention. 

(U) Do not 

Imenti 

Jon. 

k 

The Agency's 

liaison 

relationship 

(U) Do not mention if fact is 

For Official Use Only or 
classified. 

(U)| 

(U) Do not mention if 

(U)| 


k 


fact is For Official Use 
Only or classified. 



i 


Assignment 

location 

(U) Do not mention. 

(U) Use oniy 
reoional terms for 

m//roueil '1 
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(U) Do not mention. 

(U) Do not 

mention. 

(U) Do not mention. 

(U) Do not mention. 

Organ;i 

design 

zational 

ators 

(U) Do not mentio'n. 

(U) Do not mention 
components beiow 
Office ievei, and for 
DO, do not 
mention Office 
ievei and beiow. 

(U) Do not mention. 

(U) Do not mention. 

OrganI 

titles 

zational 

(U) Only give unclassifiepi \ 
titles. \ \ 

(U) Do not mention 
components below 
Office level, and for 
DO, do not 
mention Office 

level and below. 

(U) Do not include 
specific or otherwise 
sensitive data. 

(U) Do not mention. 

Budge 

data 

(U) Do not include specific or 
otherwise sensitive data. 

j[U) Do not include 
specific or 
otlperyvise sensitive 
datp. \ 

(U) Do not include 
specific or otherwise 
sensitive data. 

(U) Do not mention. 

Experi 

nee 

(U) Discuss in generic, 
unclassified terms only. 

(U) EJisCyss in 
generic, \ 
unclas’^ifie'd terms 
only. \ 

(U) Discuss in generic, 
unclassified terms only. 1 

(U//rOUO)l 1 



Foreign area 

(U) Do not mention. 

(U) Dised^s in 
generic tefpns.'t 

(U) Do not mention. 

(u//f©y©)[ 

1 

knowle 

dge 


Salarie 

s 

(U) May mention. 

(U) May meXition 
beginning an'd '' 
ending salaries. Do 
not give 

Organization- \ 
unique pay grades 
if disclosure would 
violate the status ot' 
personnel. 

(U) May mention. 

(u//roue^| ‘ 

1 
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Project 

: names 

(U) Do not mention. 

(U) Do not 

mention. 

(U) Do\not mention. 

\ , 

(U) Do not fnention. 

1 , 

* . \ 

Training 


(U) May discuss 
non-organization- 
unique training. 

(U/yilrOUO,) May 
mention uticiassified 
course tities- taken on 
the outside oV at NCS. 
Do not rnentidfi in- 
house coqrses.'. 


r—1 

unclassified course titles given 
on the outside or at NCS. Do 
not mention in-house courses. 







(U) N/A 

(U) N/A 

(u//rouei-l . 1 

(u//rouoi • 1 

1 1 

1 *' 3 
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Association with 

(U) May mention. 

(U) May nrentipn. 

(U/zrOD^I 

(U) Do not 

riention. 

intelligence 






Association with 
parent agency 

(U//FOUO)i Must acknowledge 
NSA or Dop employment; 
prefer you u,se DoD. 

(U) Must 

acknowledge CIA 
employment. 

(U//rOUe) A resume I 
publicly released must 
acknowledge DoD 
employment during 
career. May admit to 
NSA employment when 
communicating with 
individual company. 

(U//FOUQ) 


Association with 
Site 

(U) Do not mention. 

(U) Do not 

mention. 

(U) Do not mention. 

(U) Do not mention. 

References 

(U//^QLiO) CIA employees: In very rare cases are references permitted. You may say ‘ 
Upon Request” wilth prior review and approval by the CIA Publications Review Board. 

(U) NSA employees: You may say “Available Upon Request”; all names are subject to 
prepublication review and require permission to release. 

Available 


(U) Points of Contact 


(U)| _ 


(U) ciassiTi 

(u//roue) 

cation Advisopy Officers 

I_I 

(U) NSA 

(U) Classification Guide 2-l’‘1 
(U) Classification Guide 2-7S 
(U) DJ2 Information SecuritvEolicv 

(U//Ii©y©.) 

I I 

(U) CIA 

(u//Feuo) 


Publications Review Boardl | 
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